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What is the
Skills Pathway for
Cybersecurity?

This pathway is designed for
professionals like you—whether
you're transitioning into cybersecurity
or looking to upskill. You'll gain the
certifications and experience needed
to thrive in the cybersecurity field.




How do | start?

Read up on the five entry-level
job roles which are of interest to
you.

Find out and complete the
certifications required for
apprenticeship or job interviews.

Start sourcing for jobs vacancies
through job portals




Guiding you towards five exciting

Cyber SOC Analyst

Monitor and analyze security events,
incidents, and alerts, while conducting

threat hunting to identify and mitigate risks.

More Information

Cybersecurity Career

Cyber Penetration Tester

Paths

Cyber Incident Response and
Forensics Analyst

Conduct penetration tests and ethical hacking to Monitor security alerts, conduct forensic analysis,

identify vulnerabilities and simulate
cyberattacks, using tools to assess the
effectiveness of security controls.

More Information

More Information

coordinate incident response to mitigate risks, and
use tools to assess security controls, documenting
findings in detailed reports.

More Information

Operational Technology
Cybersecurity Operations Analyst

Monitor and analyze OT systems for threats and
vulnerabilities, support incident response and
recovery to ensure system integrity, and maintain
data sources for security monitoring and log analysis.

More Information
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After 9 years in materials

characterisation,
Herman transitioned to
§ cybersecurity to
MR A e contribute to digital
74 G security and crisis
Consultant, Advisory, response.

Ensign InfoSecurity



https://www.linkedin.com/posts/singapore-computer-society_scs-skiils-pathwayherman-teo-activity-7249976948645355521-TcH5?utm_source=share&utm_medium=member_desktop

Meet

(32)

Assistant
Manager, Policy,
Risk & Capability
Development,

Cyber Defence
Group
Synapxe

Julia built on her
existing medical device
expertise by upskilling

with a cybersecurity
certification, enabling
her to set Health Tech
standards.



https://www.linkedin.com/posts/singapore-computer-society_scs-skills-pathway-for-cybersecurity-activity-7260486211780124678-WN8d?utm_source=share&utm_medium=member_desktop

(34)

Consultant,

Critical Information
Infrastructure Division,
Cyber Security Agency
of Singapore (CSA)

Koh Yew gained hands-on
training through the
Cybersecurity
Development Programme,
equipping him with
essential skills to thrive in
the field.



https://www.linkedin.com/posts/singapore-computer-society_scs-skiils-pathwayng-koh-yew-activity-7268096365883195392-eA5M?utm_source=share&utm_medium=member_desktop

Resources to help In
yourjob search. ~

Job Advisory and Job Portals Job Skills Insights
Training supports

e SCS Career Mentoring e MyCareersFuture e SkillsFuture - Cybersecurity
o MySkillsFuture Skills and Training Skills Framework (page 157)
Advisory Services e CSA - Cybersecurity Education
o SkillsFuture Career Transition and Learning Guidebook
Programme e GovTech Digital Academy,
e WSG Career Matching Guidance (DA)_Upskilling
e TechSKkills Accelerator (TeSA) e CSA - Toolkits for Employee
e Training Providers: e SCS Job-Skills Insights article
o LHub 2024
(sales@ntuclearninghub.com) e SCS Job-Skills Insights article
o SANS 2025

(skillsfuture@sans.org)



https://www.mycareersfuture.gov.sg/
https://www.imda.gov.sg/-/media/imda/images/programmes/skills-framework-for-ict/consolidated-career-maps.pdf
https://www.imda.gov.sg/-/media/imda/images/programmes/skills-framework-for-ict/consolidated-career-maps.pdf
https://issuu.com/csasingapore/docs/csa_cybersecurity_education_and_learning_guidebook
https://issuu.com/csasingapore/docs/csa_cybersecurity_education_and_learning_guidebook
https://www.thedigitalacademy.tech.gov.sg/programmes/cybersecurity
https://www.thedigitalacademy.tech.gov.sg/programmes/cybersecurity
https://www.csa.gov.sg/our-programmes/support-for-enterprises/sg-cyber-safe-programme/cybersecurity-resources-for-organisations/toolkits-for-employees
https://www.scs.org.sg/articles/cybersecurity-job-skills-insights-into-the-singapore-landscape
https://www.scs.org.sg/articles/cybersecurity-job-skills-insights-into-the-singapore-landscape
https://www.scs.org.sg/articles/beyond-the-hacker-myth-the-real-cybersecurity-boom-in-singapore
https://www.scs.org.sg/articles/beyond-the-hacker-myth-the-real-cybersecurity-boom-in-singapore
https://www.scs.org.sg/career-mentoring
http://myskillsfuture.gov.sg/content/portal/en/career-resources/career-resources/education-career-personal-development/skills-training-advice.html
http://myskillsfuture.gov.sg/content/portal/en/career-resources/career-resources/education-career-personal-development/skills-training-advice.html
https://www.myskillsfuture.gov.sg/content/portal/en/career-resources/career-resources/education-career-personal-development/skillsfuture-career-transition-programme.html
https://www.myskillsfuture.gov.sg/content/portal/en/career-resources/career-resources/education-career-personal-development/skillsfuture-career-transition-programme.html
https://www.wsg.gov.sg/home/individuals/career-matching-guidance
https://www.wsg.gov.sg/home/individuals/career-matching-guidance
https://www.imda.gov.sg/how-we-can-help/techskills-accelerator-tesa
http://ntuclearninghub.com/itacademy/cybersecurity
http://sans.org/mlp/skillsfuture-singapore/
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